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WIFI

I know where you go each day. I know 
what time you go to work, what time 
you leave, where you meet clients, 

when you check Facebook over lunch, 
and when you sent that email to a cli-
ent while heading to the gym. I know 
that you carry a “work phone” in addi-
tion to your iPhone, and I know the 
model of your laptop. I even know that 
you went to your old high-school bud-
dy’s apartment last month when you 
were supposed to be at the dentist.

You assume that I’m the NSA, but 
I’m not: I’m your humble coffee shop.

Focus Shift
With the last decade’s focus on crimi-
nal enterprises attacking massive data 
warehouses, both programmers and 
lawyers have focused, rightfully, on 
threats to data stores. Billions of dollars 
have been spent on ever-more-shiny 
“security solutions,” each promising to 
end the newest threats. Thousands of 
attorney hours have been spent drafting 
privacy policies and binding arbitration 
agreements that ensure that users can’t 
hold a company liable if their secrets go 
missing. Programmers have spent the 
best years of their lives trying to defend 
virtual castles in the cloud.

Throughout all that, though, we 
forgot about the users. Increasingly, 
they’re the ones under attack, and we 
have completely forgotten to defend 

WHOOPS!
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How Your “ConvenienCe” 
BroadCasts Your seCrets

BY B r e n da n o ’Co n n o r

them. Every attorney, every client, and 
increasingly every person is a user of at 
least one such device—a computer with 
more processing power than the Space 
Shuttle, whether it’s called a phone, tab-
let, laptop, television, or, as popularized 
by Google, pair of glasses. Attacks on 
users’ devices threaten confidential-
ity, privilege, and the rest of the ideas 
that attorneys should consider inviola-
ble. Unfortunately, we—the attorneys, 
the programmers, and all those who 
“do” tech—have let it get this bad. For 
convenience.

First Problem: Data Broadcast
Consider your typical day. You wake 
up, and before leaving the house, put a 
smartphone in your pocket, briefcase, 
or purse. You drive downtown and 
park before grabbing coffee at the cor-
ner shop; then you walk into work.

How did I know that? Every few sec-
onds, your smartphone (or any other 
WiFi-enabled device that’s on; your 
tablet, for instance) sends out a mes-
sage. It’s a simple message, called a 
probe request. The message is the digi-
tal equivalent of the following:

Hi! My name is Brendan 
O’Connor’s iPhone. I’m look-
ing for WiFi to connect to. 
I’ve connected to Brendan’s 
Home WiFi, Local Coffeeshop, 

BigLawWiFi, Fred’s Pad WiFi, 
CompetitorWiFi, ClientWiFi, 
LocalRestaurantWiFi, Secret-
ClientWiFi, BookstoreWiFi, 
GirlfriendWiFi, LocalCourtWiFi, 
and BigGymChainWiFi. Are any 
of those around?

It does this for a few apparently 
rational reasons. When you get home, 
it’s nice to have your phone automati-
cally connect to the WiFi there so it can 
run software updates, check email, or 
generally be ready for your next com-
mand. Another reason is battery life: 
a device uses so much less power on 
WiFi than on cellular data services that 
it saves hours, or even days, of battery 
life to search for WiFi and use it where 
possible. It’s also part of the WiFi speci-
fication (IEEE 802.11, for the curious).

The concern is how much data is 
sent in each request. This data includes 
the name of every previously connected 
network (sometimes called your “Pre-
ferred Network List,” and which is 
difficult or impossible to edit on most 
mobile devices), the phone’s identifier 
(which, for many people, includes their 
real name), and a hardware-unique 
identifier (called a MAC address, with 
no relation to any Apple product). This 
is sent when you “Scan for WiFi” (in 
addition to looking for another type of 
message, called a beacon). By the way, 

this all happens even if the device is 
already connected to WiFi, and even if 
the WiFi is encrypted; these probes are 
always sent in plain text.

Anyone can monitor these probe 
requests. It requires neither special-
ized hardware nor software (despite 
the Ninth Circuit’s ruling in Joffe v. 
Google, No. 11-17483, 9th Cir. 2013). 
This isn’t a bug. Just as your ears have 
to monitor a room to listen for some-
one calling your name, your WiFi 
adapter has to listen to the radio to 
hear when it’s receiving new data. WiFi, 
in other words, is not a “wire” to “tap”; 
it’s a crowded room with hundreds of 
devices screaming their heads off at all 
times. If you use Mac OS X, monitor-
ing software is built-in; Option-click 
the WiFi “fan” icon, then click Open 
Wireless Diagnostics, then go to the 
Window menu, click Utilities, and 
finally Frame Capture. That will log not 
just your WiFi, but that of every per-
son around you (up to about a hundred 
meters, depending on walls), to your 
desktop. For everyone else, free, easy-
to-use software accomplishes the same 
thing (such as Kismet, Wireshark, or 
AiroDump).

Back to your hypothetical day. You 
sent all this data to your coffee shop, as 
well as anyone else within 100 meters or 
so, when you swung by for coffee. The 
neat thing is that because your phone 
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is continually broadcasting, I can track 
your location throughout a city, just by 
listening for your phone (and its MAC 
address); if I throw a few sensors around 
a city, I can store and map your move-
ment. I don’t need a lot of hardware to 
do so; indeed, with the parts for each 
sensor costing just over $50 in small 
quantities, I can track the largest part of 
a city’s downtown area for about $500. 
Even better, from an efficiency perspec-
tive, these collectors don’t need to be 
targeted to one person; the collectors 
can instead track every device that wan-
ders by, and I can see later which ones 
do something interesting. The collectors 
can even do advanced-level analy-
sis, such as noting that two devices are 
only seen together; this might indicate 
that one person carries two phones, or 
a phone and a tablet. This is the type of 
detailed, broad-spectrum data collection 
that people often think is confined to 
nation-state level intelligence agencies—
but it’s available on your own laptop, for 
free.

Second Problem: Data Leak
We’ve been talking about how much 
data you leak simply by walking around; 
let’s talk about the data you leak when 
you sit down to drink that coffee.

Application developers have been 
bitten by the “big data” bug in the last 
few years; more precisely, business 
owners have been convinced that they 
should collect every possible piece of 
data, in the hope that it later becomes 

valuable. There is, some are saying, 
a gold mine out there, and all you 
have to do is exploit the data of your 
customers.

The problem isn’t that they’re col-
lecting this data. (Well, actually, that 
is a problem; it exposes the collector 
to liability when their data storage is 
breached, and we should be discour-
aging them from collecting it.) The 
problem is that they’re doing it badly.

Allow me to illustrate. I looked at 
the network traffic from a variety of 
apps on my iPad: a file-sharing app, a 
dating app, a messaging app, a shop-
ping app, and a news-reading app. 
All network traffic sent by a device 
includes the device’s unique identi-
fier—the Mac address discussed above. 
Hence, from each of these, I was able 
to associate the valuable, private infor-
mation sent in clear text over the radio 
with the device that sent it, all without 
ever touching the device itself.

First, the dating app. It uses trans-
port layer security (TLS)—the same 
type of technology that protects your 
credit card when you purchase some-
thing online—to protect my username 
and password. Once inside the app, 
however, data is sent unencrypted. 
Some of the data isn’t relevant; after 
all, most information in a dating app 
is meant to be seen by the public. (It 
is also possible that, depending on the 
type of dating site, the mere fact of the 
person’s profile may be of interest to a 
potential attacker.) If I’m just looking 
to scoop up all the information on you, 
however, your photo—and dating web-
sites tend to have fairly clear photos of 
faces—is very valuable. Each particu-
lar dating app tends to have the profile 
photo at a predictable point in the web 
page, meaning that it’s easy to separate 
the photo of a phone’s owner from the 
photo of the person with whom they’re 
corresponding. My sniffing devices can 
thus associate a device—previously 
unknown—with a face. 

Many applications record and send 
information about the hardware and 
software on which they’re running 
back to their creator. The messaging 
and shopping applications I studied do 
that, as well as (in some circumstances) 

transmitting my precise location. For 
example, they might transmit “this is 
an iPhone 4S, running iOS 7.0.3, sitting 
at the coffee shop at 3rd and Main.” 
This isn’t encrypted—so even though 
your messages, and what you purchase, 
are secured against eavesdroppers, this 
data (the so-called metadata) is sent 
to anyone who might be listening. To 
be clear, there is no technical reason to 
justify this design decision. So now I 
know how valuable the phone in your 
pocket is, and precisely where it is—
again, because the applications you 
used told me.

The news-reading application was 
the most concerning. When I exam-
ined it, it was transmitting my full 
name and email address in clear text, 
despite my having set the “always 
encrypt everything” setting.

A brief listen to your traffic—from 
any location within 100 meters in any 
direction—therefore gives me your 
name, email address, model number 
of your phone, software version, exact 
location, and even a photo, so I know 
exactly who you are. All I have to do 
to access this wealth of data is “sniff ” 
your wireless traffic; any computer can 
do this, and Mac OS X has the software 
built in. The same software that collects 
probe requests can collect every-
thing else, so the same $50 collection 
devices mentioned previously work 
just as well here. And sure, one could 
use encrypted WiFi—but only one 
use of unencrypted WiFi is all it takes, 
because once I learn which device is 
owned by which user, I can save that 
information for later use.

The effect is this: for about $500 as 
an initial investment, I can learn every-
thing about you and your routine. 
I don’t need to identify your phone 
first; I don’t need to have a team of 
experts following your every move. 
I can simply throw a bunch of small 
boxes around a city—especially around 
points of interest—and wait for the 
data to roll in. For bonus points, I can 
even create a moving map, with pho-
tos of people moving around the city in 
near-real-time. (I actually did so, and 
tested it in a highly restricted environ-
ment to prevent accidentally collecting 
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the data of others; our hypothetical 
attacker need not be so selective. For 
more information, see the link at the 
end of this article.)

Perhaps the most disturbing part 
is this: none of this is new. Computer 
security experts have known all this for 
years.

So What?
Your coffee shop might be relatively 
trustworthy. What about every other 
place you’ve ever been? When you 
bring your phone to opposing coun-
sel’s office for a deposition, are you 
sure that their system doesn’t log your 
list of previous networks—including, 
perhaps, the WiFi network names of 
your other clients, possible witnesses, 
or even government agencies? Even 
if opposing counsel doesn’t do such 
a thing, are you sure that no one has 
put such a collection box—the size of 
a deck of cards—anywhere near their 
office? If you practice criminal or fam-
ily law, think about tracking every cell 
phone that goes to a jail, mental health 
agency, public defender’s firm, abortion 
clinic, gun shop, or crime scene—is it 
possible that someone might find that 
data useful? Remember that an attacker 
doesn’t have to know whose phone it is 
to record its location; later, an identity 
accidentally broadcast at a coffee shop 
can be cross-referenced with its histori-
cal locations. One broadcast might be 
all it takes.

In addition, researchers have found 
that the more past WiFi networks peo-
ple have in common in their probe 
requests, the more likely they are to 
know each other in “real life.” (This 
was without looking at the actual 
data transmitted.) Those who look for 
someone’s association with “known bad 
influences” might use this information 
in unintended ways. (“Signals from the 
Crowd: Uncovering Social Relation-
ships through Smartphone Probes,” 
Barbera, Epasto, Mei, Perta, and Stefa, 
in Proceedings of the 2013 Internet 
Measurement Conference.)

Confidentiality might thus acciden-
tally go out the window, through an 
attorney’s phone’s side effect. Worse, 
privilege might go as well: a client’s 

continuous broadcast of sensitive 
information might be held to be an 
inadvertent waiver.

So Now What?
There is no simple solution to this 
problem. Modern attorneys cannot 
give up their electronics, because they 
enable an attorney to be more efficient 
with client time, and to solve larger 
problems more quickly. The standard 
list of solutions—using secured WiFi, 
using a virtual private network (VPN) 
to protect data in public, and so forth—
doesn’t solve the data leakage, not least 
due to the “one mistake” problem noted 
earlier. (There are also other techni-
cal barriers to solutions that are outside 
the scope of this article.)

There are some mitigations: turn 
off your WiFi completely when it’s not 
being used, don’t connect—ever—to 
open WiFi, and clear out the lists of old 
“preferred” networks (on iOS, “Reset 
Network Settings”). These don’t solve 
the underlying problem, but they do 
make it somewhat harder to do seri-
ous damage to confidentiality via your 
phone. The phones of colleagues and 
clients, of course, remain unprotected.

Ultimately, the solution is a cul-
tural one. The burden falls on those 
who would like to continue to preserve 
secrecy to do the hard work of protect-
ing it, and that means disabling WiFi, 
educating clients, continuously check-
ing for problems—and both deleting 
unnecessary data wherever it lives and 
refraining from collecting it in the first 
place. It’s a lot of hard work, and every 
flaw can be exploited ruthlessly and 
automatically. However, we have to do 
the hard work of quieting not just our 
voices, but also those of the devices that 
control our world. Continuous vigilance 
is the only way we will be able to protect 
the idea that the legal profession is one 
that knows how to keep a secret. u

Note
More information on the underlying 
research, entitled “CreepyDOL” and 
presented at the Black Hat USA and 
DEF CON conferences, can be found 
at the author’s blog: http://blog.ussjoin.
com/2013/08/creepydol.html.

The “Mobile 
TransforMaTion” 

is underway 
In the office, at home, and inundating pub-
lic places from restaurants to airports, to 
movie theatres and parks, smartphones, 
tablets, and laptops are a persistent part 
of modern life. Besides offering voice, 
e-mail, and text communications on the 
go, mobile devices provide virtually instan-
taneous access to the world’s information 
anytime and anywhere. The constant 
development of new apps provides a 
vast variety of tools for day-to-day tasks, 
in business, while at home, for educational 
purposes, as well as for entertainment.

As employees use smartphones, tablets, 
and laptops for both their work and their 
personal lives, chief information officers 
face the complex challenges of managing 
mobile devices in the business setting. A 
Legal Guide to Enterprise Mobile Device 
Management: Managing Bring Your Own 
Device (BYOD) and Employer-Issued 
Device Programs examines key concepts, 
considerations, and issues in mobile device 
management—from business, legal, and 
technical perspectives. The book provides 
background information on business driv-
ers and technology, with the goal of aiding 
lawyers in counseling their clients. A sam-
ple motion device policy is included as 
a starting point for a business’ mobile 
device program documentation. Because 
the guide is written for a wide audience, 
it will serve as a helpful reference for busi-
ness and technology professionals as well 
as attorneys. 
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